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1	Decision/action requested
It is proposed to approve the change described in this document.
2	References
[1]	3GPP TR 33.883: "Study on security enhancements for 5G multicast-broadcast services phase 2".
3	Rationale
[bookmark: _Hlk99111327]To protect the privacy issue on TMGI, the solution proposed that MTK is used to encrypt TMGI. If NG-RAN node(s) support MBS, encrypted TMGI and MTK ID are included in the group paging message. If the NG-RAN node(s) do not support MBS, the regular paging is used. Considering the MTK will be updated, the encrypted TMGI and MTK ID are dynamic.
4	Detailed proposal

*** 1st CHANGE ***
[bookmark: _Toc116916220][bookmark: _Toc116916337][bookmark: _Toc117191097]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
      [2]					3GPP TR 23.700-47: "Study on architectural enhancements for 5G multicast-broadcast services ".
[3]	3GPP TS 33.501: "Security architecture and procedures for 5G system".
[4]	3GPP TS 23.003: "Numbering, addressing and identification".
[5]	3GPP TS 38.331: "NR; Radio Resource Control (RRC); Protocol specification".
[6]	3GPP TS 23.247: "5G multicast-broadcast services; Stage 2".
[xx]	3GPP TS 23.502: " Procedures for the 5G System (5GS); Stage 2".
*** END OF 1st CHANGE***
*** 2nd CHANGE ***
[bookmark: _Toc108098899]6.X	Solution # X: A new solution on TMGI protection
[bookmark: _Toc108098900]6.X.1	Introduction 
To protect the privacy issue on TMGI, the solution proposed that MTK is used to encrypt TMGI. If NG-RAN node(s) support MBS, encrypted TMGI and MTK ID are included in the group paging message. If the NG-RAN node(s) do not support MBS, the regular paging is used. Considering the MTK will be updated, the encrypted TMGI and MTK ID are dynamic.
[bookmark: _Toc108098901]6.X.2	Solution details
To protect the privacy against inferring members of the MBS group presence in the paging area, the detailed procedure is descripted as following:
[image: ]
Figure 6.X.2.1-1: MOCN broadcast procedure
1. MB-SMF encrypts the TMGI as enc_TMGI with MTK.  
2. In the Nmbsmf_MBSSession_ContextStatusNotify message from MB-SMF to SMF(s), enc_TMGI and MTK ID are also included. 
3. The SMF invokes Namf_MT_EnableGroupReachability Request to AMF(s) additionally with enc_TMGI and MTK ID.
4. If AMF determines that there are UEs in CM-IDLE state and involved in the multicast MBS Session, the AMF figures out the paging area covering all the registration areas of those UE(s), which need to be paged. 
If NG-RAN node(s) support MBS, The AMF sends a Multicast Group paging request message to the NG-RAN node(s) including enc_TMGI and MTK ID. 
If the NG-RAN node(s) do not support MBS, the AMF sends paging message(s) to the NG-RAN node(s) per UE as described in step 4b in clause 4.2.3.3 of TS 23.502 [xx].
5. For UE receiving the multicast paging, the UE checks MTK ID from the one it has configured for. If matches, then the UE uses MTK to decrypt the enc_TMGI and checks if it is for intended session for which it is registered for. If mismatches, then the UE keeps in CM-Idle mode.
[bookmark: _Toc108098902]6.X.3		System impact
The procedure aligns with the MBS session activation procedure as specified in TS 23.247 [6].
[bookmark: _Toc108098903]6.X.4	Evaluation
The solution addresses the key issue#2 in present document and provides a mean to mitigate the privacy attack which infers the members of the MBS group by group paging with TMGI. To achieve this, the TMGI is encrypted with MTK. The MTK ID and enc_TMGI are included in the group paging message.
*** END OF 2nd CHANGE***
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